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1 Draw a line to match the spreadsheet function to the correct description.  
      
  Function  Description  
      
  

ROUND 
 
 
 

 
 

    
Looks in the first column of an array 
and moves across the row to return the 
value of a cell 

 
  

COUNTA 
 
 
 

 

      
  

COUNT 
 
 
 

Returns the periodic payment for an 
annuity 

 

      
  

VLOOKUP 
 
 
 

Rounds a number to a specified 
number of digits 

 

      
  

HLOOKUP 
 
 
 

Counts how many values are in the list 
of arguments 

 

      
  

PMT 
 
 
 

 
[4] 

      
 

2 A security system records video footage. One minute of video requires 180 MB of storage. The 
recording system can store several hours of video footage. (Computer Science P1, CIE 2015)  

    
 (a) Name and describe a suitable storage device for this recording system.  
    
  Memory card / Solid state drive / Hard disk drive. It is a non-volatile secondary storage  
    
  device *that is portable and uses flash memory / that uses flash memory / that uses  
    
  magnetic storage. [2] 
    
    
 (b) Calculate how much storage would be needed for 2 hours of video footage.  
    
  Show your working and give the answer in Gigabytes (GB).  
    
  180 * 109 * 2 * 60 / 1012 = 21.6 GB  
    
    
    
   [2] 
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3 A car’s Engine Management System receives information from seven different sensors and 
stores the status of each sensor in an 8-bit register. A value of 1 indicates a fault condition. 
 
 
 
 
 
 

       

 
 
 
 
 
For example, a register showing 10110100 indicates: 
 
• Engine overheating 
• Airbag malfunction 
• Low fuel 

 

 
 
 
 
 
 

 

 (a) Identify the fault condition(s) that the following register indicates: 
 

1 0 0 0 1 1 0 1 
 
 

 

  There is low fuel, low voltage and the brake pads are too thin.  
    
    
    
   [2] 
    

 (b) The system uses even parity. 
 
Write the correct parity bit in each of the following registers. 
 

0 1 1 1 0 0 1 0 
 

1 0 1 0 1 0 1 0 

 
 

 
 
 
 
 
 
 
 
 
[2] 

 (c) State the hexadecimal value of the binary number shown in (a). 
 

 

  (8C)16 [1] 
    

 
 
 
 
 
 
 

Parity Bit 

CO level too high 

Low voltage 

Airbag malfunction 

Engine overheat 

Low fuel 

Low oil level 

Brake pads too thin 
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4 In 2018, many Apple users received the following email notification allegedly from Apple’s billing 

department. 
 

 
 
 
The hyperlink, titled “Click For Cancel or Downgrade >”, leads to a fake website which looked 
like the company’s real website. Several unsuspecting customers did not pay attention to the 
address of the hyperlink, and tried to login to their iTunes account as usual. As a result, their 
account was compromised, and personal information was stolen. 
 
  

 (a) Name and explain the type of cyberattack involved.  
    
  Phishing  
    
  It uses emails and fake websites that appear to be from reputable companies in order to   
    
  steal personal information from users. [3] 
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 (b) Other than the address of the hyperlink, identify two tell-tale signs that should have alerted 
the user to conclude that the email is fraudulent, thus avoid becoming victims to this 
cyberattack. 
  

  Any	two	of	the	following:	
• Email	uses	a	generic	greeting,	“Dear	Client”,	suggesting	that	it	was	sent	automatically	

and	not	by	a	person	
• Email	has	grammatical,	spelling,	spacing	and	punctuation	errors,	“Also,You	can	…”,	

“Click	For	Cancel	or	Downgrade”,	that	suggest	it	is	not	from	a	legitimate	source	
• Tone	of	email	is	excessively	urgent	or	threatening,	“You	will	be	billed	each	month	

unless	you	cancel.”	It	also	continuously	emphasises	and	hints	to	the	recipient	to	cancel,	
downgrade,	ask	for	full	refund	or	ask	for	partial	refund	of	the	purchase,	baiting	the	
recipient	to	click	on	the	hyperlink.	

• Email	did	not	sign	off,	leaving	no	indication	of	the	department	or	name	of	officer-in-
charge.	

• The	sender	email	address	is	questionable	as	it	contains	a	long	unintelligible	string	of	
characters	and	a	dubious	domain	name,	“contoloyo.com”,	whereas	most	reputable	
companies	tend	to	use	more	relevant	user	ID	and	domain	names	in	their	email	
addresses.	

• The	recipient	field	displays	“undisclosed-recipients:;”,	indicating	that	the	email	was	
sent	in	mass	to	many	others,	instead	of	it	being	a	receipt	that	is	generated	specific	to	
the	dedicated	user.	

• The	title	of	the	email	“Re:	[Alerts	–	Recent	Activtiy]	Your	payment	has	been	Scheduled	
[CONFIRMATION]”	shows	that	it	is	a	reply	email	rather	than	an	automated	or	newly	
sent	receipt	of	purchase.	

 [2] 
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6 A perfect number is an integer that is equal to the sum of its proper divisors. The following 
program will accept a sequence of integers and output the perfect numbers. 
 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 

FOR counter = 1 to 3 
   total = 1 
   INPUT number 
   FOR divisor = 2 to INT(number**0.5): 
      IF number % divisor == 0: 
         total = total + divisor + (number / divisor) 
      ENDIF 
   NEXT 
   IF total == number: 
      OUTPUT number 
   ENDIF 
NEXT 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 Complete the trace table for the following set of data, entered in sequence. 
 
number = 6, 10, 28, 30 
 
Trace table 
 

counter total number divisor OUTPUT 

1 1 6   

   2  

 6    

    6 

2 1 10   

   2  

 8    

   3  

3 1 28   

   2  

 17    

   3  

   4  

 28    

   5  

    28 

     

     

     

     

     

     
 [5] 
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7 In most cars, the car alarm system, A, would sound when 
• the user presses the alarm on the remote control (R = 1), or 
• the car is locked (L = 1) and the shock sensors detect a strong impact (S = 1), or  
• the car is locked (L = 1) and the voltage sensors detect a decrease in voltage (V = 0).  

 

 (a) Write down the Boolean statement for the car alarm system.  
    
  A = R OR (L AND S) OR (L AND NOT V) / A = R OR (L AND (S OR NOT V)) [1] 
    
    
 (b) Draw the logic circuit diagram for the car alarm system. 

 
 

   

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
[4] 

    
    
8 The following logic circuit diagram is only made up of NAND gates. 

 
 

 (a) Complete the following truth table for the above logic circuit diagram. 
 

A B Q 
0 0 0 
0 1 1 
1 0 1 
1 1 1 

 

 
 
 
 
 
 
 
 
 
[4] 

A 

R 

L 

S 

V 

A 

B 

Q 
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 (b) Name a single logic gate that has the same function as the above logic circuit.  
    
  OR gate [1] 
    

 

9 The following program calculates the lowest common multiple between 2 integers. 
 
One way of calculating the lowest common multiple between 2 integers is to divide the product 
of the 2 integers by their highest common factor. 
 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

hcf = 0 
Lcm = None 
INPUT integer_1, integer_2 
FOR count = 2 to MIN(integer_1, integer_2) 
    IF (integer_1 % count) == 0 or (integer_2 % count) == 0: 
        hcf = count 
    ENDIF  
NEXT 
Lcm = integer_1 * integer_2 % hcf 
OUTPUT Lcm 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 (a) There are three errors in this code. Locate the errors and suggest a correction. 
 

 

  Error 1 Line 1  
    
  Correction hcf = 1  
    
    
    
    
  Error 2 Line 5  
    
  Correction IF (integer_1 % count) == 0 and (integer_2 % count) == 0:  
    
    
    
    
  Error 3 Line 9  
    
  Correction Lcm = integer_1 * integer_2 / hcf  
    
    
   [6] 
    
    

 

 

9 A processor or central processing unit (CPU) executes instructions.  
    
 (a) Describe what is meant by a 1 MHz (megahertz) processor.  
    
  a 1 MHz (megahertz) processor can perform one million instructions per second  
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   [2] 
    
    
 (b) Describe what is meant by multi-core processors.  
    
  “multi-core” processors that contain multiple processing units inside a single package.  
    
  These “multi-core” processors can perform more than one instruction at the same time  
    
   [2] 
    

 

10 Computers in a network are generally classified as either clients or servers. These devices can 
be organized in either a client-server or peer-to-peer (P2P) network.  

    
 (a) Describe two differences between a client-server network and P2P network in terms of 

their functions. 
 

    
  In client-server network, data and resources are shared using one or more dedicated 

servers; each computer has a distinct role – client or server 
 

    
  However,  
    
  in P2P network, data and resources are shared directly between computers; each computer 

acts as both a client and server 
 

    
    
    
   [4] 
    
    
 (b) What kind of network would you suggest for businesses with a large number of users? 

Explain your answer.  
    
  Client-server network. Because security is high as access rights can be controlled 

centrally at a server and not by each computer. Bandwidth is usually high due to the 
presence of a dedicated server. 

 

    
    
    
   [2] 
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11 Your friend has 2 laptops, 2 desktops, 1 wireless printer and 1 tablet computer at home. He 
wishes to connect these devices as a single home network. Draw for him a possible network 
diagram for his home in the space provided. You should label your network devices clearly. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

   [5] 
    

 

12 Perform the following number system conversions. Show your working clearly.  
    
 (a) Hexadecimal 7A to Denary  
    
  122. Correct working shown clearly.  
    
    
    
   [2] 
    
    
 (b) Denary 765 to Hexadecimal  
    
  2FD. Correct working shown clearly.  
    
    
    
   [2] 
    
    
 (c) Binary 10101111 to Hexadecimal  
    
  AF. Correct working shown clearly.  
    
    
    
   [2] 
    

 

Drawing must be clearly drawn and labelled; and must include: 
1) wireless router 

2) modem 
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13 Data stored on a computer needs to be kept safe and secure. Malicious software or viruses can 
cause data corruption and loss. 
  

 (a) State two other ways data can become corrupted.  
    
  Human error, Power failure, Hardware failure or damage  
    
    
    
    
    
   [2] 
    
 (b) Explain one difference between viruses and worms.  
    
  When the modified program is run by a user, the virus attaches copies of itself to any other 

programs it can find, thus “infecting” them. Unlike a virus, a worm does not need to attach 
itself to an existing program  

    
  A computer program that runs automatically and attempts to spread by sending copies of 

itself to other computers  
    
  A computer program that attaches itself to a normally harmless program and modifies it [1] 
    
 (c) Apart from data corruption, data must be kept safe from unauthorized access. State three 

reasons how unauthorized access can occur. 
  

  1 Poor authentication  
      
  2 Poor access control or authorisation  
      
  3  Poor understanding of privacy policies  
     [3] 
      

 

14 A client wants you to write a program to calculate the cash income of a mini store over a day. 
Upon running the program, it should ask the user for the amount of cash received from each 
transaction. Then, the program outputs the total amount of cash income over the day, and the 
average amount of cash income per transaction.  
  

  Input Amount of cash received from each transaction.  
      
     
      
  Output Total amount of cash income over the day, Average amount of cash income per 

transaction  
      
     
      
  Process Store the amount of cash received from each transaction in a variable. Add to the 

total variable and track the number of transaction. From this total variable, 
calculate the average.  

      
    [6] 
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15 Write a pseudocode or flowchart to inverse the letters of a string. Inverse means to swap the 
letter to the opposite letter in the English alphabet. For example, if “a” is present, change it to “z”; 
if “b” is present, change it to “y”. The program should then print the result. You may assume that 
the input string only contains lower case alphabet characters. So the inverse of input string 
“abefg” is “zyvut”.  
 

 
 
 
 
 
 

   
   
 Initialisation [2]  
 Input [1]  
 Loops construct and conditional constructs[4]  
 Output [1]  
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
  [8] 

End of Paper 

 


